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Apac he Functionality

Gooddesignmeandessdesign.
Designmust serveusers,
not try to foolthem.

— Dieter Rams,
Chief Designer, Braun

pacheis a very complex web server, mainly becauseof the vast num-

ber of features provided. Fortunately, most of this functionality stays
in clearly separated and independent program modules, which facilitates
program understanding and maintenance. In this chapter, we look at the
Apache program architecture, consisting mainly of a program kernel and
various optional modules. We then intr oduce eachmodule by describing its
purpose and the dir ectivesthat it implements. The order in which modules
are presentedin this chapter will be repeated again in the other chapters.
You can therefore treat this chapter as an overview of the Apache program
asawhole and asadepartur e point from which to examine particular func-
tionalities and implemented dir ectives.

2.1 Apache Architecture

Figure 2.1 on the next page depicts Apache's program architecture. This
layering architecture consists of four layers, which are built on top of one
another.
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Figure 2.1: The architecture of the Apache web server

E Operating System

The basic functionality is provided by the underlying operating sys-
tem. For Apache, this operating system is typically some avor of
UNIX (p.14), but it can also be Win32, OS/2, MacOS, or even the
POSIX subsystemsof a mainframe.

- Apache Kernel, Core Module, and Kernel Libraries

Layer 2 is the main Apache program, consisting of an Apache kernel,
a core module, and a few standard libraries. The Apache kernel, to-
gether with the special core module ( - ), implements the basic
HTTP server functionality and provides the Apache application pro-
gramming interface (API) to the module layer. This layer also contains

a library of generic, reusable code ( ), alibrary that implements
regular expression parsing and matching ( ), and a small op-
erating system abstraction library ( ).

Apache Modules

The impr essive user-visible functionality that makes Apache unique
among the existing web serversis provided by lots of Apache modules
on layer 3. Usually each module implements one clearly separated
functionality . In reality, no module is required. Running a minimal
web server capableonly of serving static documents from acon gur ed
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document areais possible even without any modules.® This chapter
focuseson the standard modules of the Apache program distribution.

| Third-Party Libraries
For the standard modules (those found in the of cial Apache distribu-
tion), this layer is usually empty.? Additional modules, suchas  _
and _ , use external thir d-party libraries, however; theselibra-
ries can be found on this layer of the Apache architecture.

The inter esting part of this program architectureis the fact that layers 3and 4
areloosely coupled with layer 2; whereasall modules on layer 3 are designed
to remain independent of one another.® A side effect of this architecture is
that the program code of layers 3 and 4 cannot be statically linked with the
program code of layer 1.

In combination with the Dynamic Shared Object (DSO)facility , this struc-
ture provides great exibility . One can therefore assemblethe Apache func-
tionality provided by layers 3and 4 at start-up time (instead of at installation
time!) by letting the Apache kernel load the necessaryparts.*

2.2 Apache Kernel Functionality

The Apache kernel (layer 2 in Figure 2.1 on the facing page) has two pur-
poses: (1) to provide the basic HTTP functionality , and (2) to provide the
module API.

Basic HTTP Server Functionality

The kernel must support resource handling (through le descriptors,
memory segments,and soon), maintain the pre-forked processmodel,
listen to the TCP/IP socketsof the con gur ed virtual servers,transfer
control of incoming HTTP requeststo the handler processeshandle the
HTTP protocol states, and provide read/write buffers, among other
duties. Additionally , it provides general functionality like URL and
MIME header parsing, DSO loading, and many more capabilities.

Apache Module API

As already mentioned, the real functionality of Apache residesinside
modules. To allow these modules to fully control the Apache process-
ing, the kernel must provide an API. In Apache, this API consistsof a

Lin practice, one at leastrequires .

2There might be some exceptions. For instance, some modules need a NDBM library that
must usually be provided asan external library when it is not part of the vendor's C library.

3Technically, they are not totally independent of one another, becauseof ordering issuesand
the shared processaddressspace.

4Technically speaking, _ loads the DSOsand not the kernel.
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Although the core
module -

uses the Apache
Module API, itis nota
regular module,
because it has
hard-coded links and
dealings with the
kernel.

static function list in each module (which the kernel usesto dispatch
messageshetween the modules while processinga HTTP request)and
a setof API functions (all starting with the common prex “ ") that
the modules can use. Each HTTP requestis divided into ten distinct
steps,and eachmodule can hook into eachstep. At eachstep, a mod-
ule can usually either decline or acceptto handle the step. To handle
the step, the module calls back the kernel through various  _
functions.

For more details about the internals of the Apache API, refer to both the
comprehensivedocumentation inside Writing ApacheModuleswith PerlandC
(Lincoln Stein and Doug MacEachern, O'Reilly & Associatesinc., 1999)and
the online APl documentation under .

2.3 Apache Module Functionality

The real user-visible functionality of Apache residesin the various Apache
modules. Currently (as of Apache 1.3), the Apache program distribution
comes with the core module plus 36 additional standard modules. In this
section, we introduce all of these modules plus two important thir d-party
modules: _ and _ . Many more thir d-party modules exist, of
course. Each addressesspecialized problem situations and solutions. This
book, however, covers only the most important modules.

When you need additional functionality , rst search for a solution in the
ApacheModule Registry( ). The chanceis high
that you will nd a solution there, as more than 140 modules have been
registered.

2.3.1 Core Functionality

http _core (enabled by default)
Apache Base Functionality

SinceApache 1.0, _

TheApacheGroup(1994)

_ is the basemodule of Apache, in which all core functionality
is implemented. Although this module also usesthe Apache Module
API, it is a special one: it has a nonstandard le name ( _ in-
stead of the expected _ ), it works with special non-API links,
and links between the Apache internals and this module are manda-
tory. In other words, although you can usually strip down Apache at
buildtime by removing unnecessary modules, the _ module
can never be removed.



A

2.3 Apache Module Functionality 21
Dir ectives:
[Directory  ( p.71) KeepAliveTimeout ( p.81)
/Director yMatch  ( p.71) LimitRequestBod y ( p.81)
[Files ( p.72) LimitRequestFields ( p.81)
/FilesMatch ( p.72) LimitRequestFieldsiz e ( p.82)
/IfDe ne ( p.74) LimitRequestLine ( p.82)
/IfModule  ( p.74) Listen ( p.83)
/Limit  (  p.73) ListenBac klog ( p.83)
/Location ( p.70) LockFile ( p.84)
/LocationMatc h  (  p.70) LogLevel ( p.84)
/VirtualHost  ( p.69) MaxClients ( p.84)
Directory ( p.71) MaxKeepAliveRequests ( p.85)
Director yMatch ( p.71) MaxRequestsP erChild ( p.85)
Files ( p.72) MaxSpareSer vers ( p.85)
FilesMatch ( p.72) MinSpareSer vers ( p.85)
IfDe ne ( p.74) NameVirtualHost ( p.86)
IfModule  ( p.74) Options (  p.86)
Limt ( p.73) PidFile ( p.87)
Location ( p.70) Port ( p.87)
LocationMatc h  ( p.70) RLimitCPU ( p.87)
VirtualHost ( p.69) RLimitMEM ( p.88)
AccessCong ( p.74) RLimitNPR OC ( p.88)
AccessFileName ( p.75) Require ( p.89)
AddModule ( p.75) ResourceCong ( p.89)
AllowOverride ( p.75) Satisfy (  p.89)
AuthName ( p.76) ScoreBoar dFile ( p.90)
AuthType ( p.76) SendBuff erSize (  p.90)
BindAd dress ( p.77) ServerAdmin ( p.90)
ClearModuleList ( p.77) ServerAlias ( p.91)
ContentDig est ( p.77) ServerName ( p.91)
CoreDumpDirector y ( p.78) ServerPath ( p.91)
DefaultType ( p.78) ServerRoot ( p.91)
DocumentRoot ( p.78) ServerSignature ( p.92)
ErrorDocument (  p.78) ServerTokens ( p.92)
Errorlog ( p.79) ServerType ( p.92)
Group ( p.79) StartServers ( p.93)
HostnameLookups ( p.80) Timeout ( p.93)
IdentityChec k ( p.80) UseCanonicalName ( p.93)
Include ( p.80) User ( p.94)

KeepAlive ( p.81)

mod _so (disabled by default)
Dynamic Shared Object (DSO) Bootstrapping

SinceApache 1.2, _

RobertS. Thau,AlexeiKosut, Paul Sutton, Ralf S. Engelschal(1996)

is avery interesting module. It supports the DSO facility , which

Apache provides for building modules asstand-alone units (shared ob- _ allows you to
ject les) and loading them at runtime into the addressspace of the 92 othermodules on
process. Thus, although _ isimplemented asa module, it

provides some bootstrapping functionality for other modules that one
usually would expectto nd inside
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- is intended
for standard URL-to- le
name mappings.

- is the
most powerful URL
manipulation solution.

Dir ectives:
LoadFile ( p.94) LoadModule ( p.95)

2.3.2 URL Mapping

mod _alias (enabled by default)
Simple URL Translation and Redirection

SinceApache 1.0, _

RobMcCool,David RobinsonRobertS. Thau (1995)

_ is the father of all URL manipulation modules. It has ex-
isted since the early Apache days and provides a limited, but easy-to-
understand mechanism for mapping URLs to le names. The original
idea was that one could translate URLs to le namesby mapping URL
pre xes to directory paths on the le system. The and

dir ectives use regular expressionsinstead of pre xes
to achieve more exibility .

Dir ectives:

Alias ( p.95) RedirectP ermanent ( p.97)
AliasMatc h ( p.96) RedirectTemp ( p.97)
Redirect ( p.96) ScriptAlias  (  p.97)

RedirectMatc h (  p.96) ScriptAliasMatc h (  p.97)

mod _rewrite (disabled by default)
Advanced URL Translation and Redirection

SinceApache 1.2, -

Ralf S. Engelschal(1996)

_ is the Swiss Army Knife of URL manipulations. It pro-
vides virtually all of the functions one would ever need to manipu-
late URLSs, and its functionality is highly generalized. Consequently,

_ canbe usedto solve all sorts of URL-based problems. The
drawback is the high learning curve, becausethis module is basedon a
complex rule-based matching engine, which usesregular expressions
for its patterns. Although the exibility of _ makesit avery
complex tool, once you understand the basicidea you will master all
existing and forthcoming URL-based problems in your webmaster's
life.

Dir ectives:

RewriteBase ( p.100) RewriteLogLe vel ( p.99)
RewriteCond ( p.100) RewriteMap ( p.99)
RewriteEngine (  p.98) RewriteOptions ( p.98)
RewriteLoc k (  p.99) RewriteRule ( p.101)
RewriteLog ( p.98)
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mod _user dir (enabled by default)
URL Selection by User Names
SinceApache 1.0, _
RobMcCool,AlexeiKosut,KenCoar(1995)
_ is a module specialized in mapping ( ) URLs
to the home pages of the corresponding users; these home pages are ; nds the

usually found inside the home dir ectory of the user or under one or
mor e dedicated home page areas.

Dir ective:
UserDir ( p.102)

mod _imap (enabled by default)
URL Selection by Image Map Coordinates

SinceApache 1.0,

Rob McCool, Kevin Hughes, Randy Terbush, James-l Cloos,Jr., Nathan
Kurz, Mark Cox(1995)

The task of _ is simply to determine the surrounding area of
X,y-coordinates (given in the _ )inside aserver-basedimage
map and perform an HTTP redirection to the URL corresponding to
this area. Although this task is a very specialized one, do not underes-
timate the dif culty involved in solving this problem. Becauseimage
maps can contain arbitrarily complex polygons, a dedicated module to
handle this task is only reasonable.

Dir ectives:
ImapBase ( p.102) ImapMenu ( p.103)
ImapDefault ( p.103)

mod _speling (disabled by default)
URL Spelling Correction

SinceApache 1.3, _

AlexeiKosut,Martin Kraemer(1997)

_ is a very handy module. It corrects minor spelling or
capitalization errorsin URLs — indeed its droll name provides a hint
asto its task. The module addressesthis problem by trying to nd a
matching document, even after all other modules (suchas  _ ,

, or _ ) give up. It works by comparing each
document name in the requesteddir ectory against the requested doc-
ument name without regard to case,allowing a maximum of one mis-
spelling (characterinsertion, omission, transposition, or wr ong charac-
ter). The drawback of this nice feature is that the complicated disk 1/O
usually increasesthe responsetime. Often, it is a better choice to force
the userto x the reference.

home pages of your
users.

maps image
map coordinates to
URLs.

is a nifty
URL spell checker that
corrects document
URLSs on-the-y.
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_ restricts
access through
network identi ers .

- provides the
HTTP Basic
Authentication facility.

Dir ective:
CheckSpelling ( p.104)

2.3.3 Access Control

mod _access (enabled by default)
Host- and Network-Based Access Control
SinceApache 1.0,
RobMcCool(1995)

_ , as its name clearly implies, provides accesscontrol for
documents. It allows one to restrict or allow accessto resourcesbased
on the client's host name, IP address,or network address.This module
servesas Apache's basicaccesscontrol mechanism.

Dir ectives:

Allow ( p.104) Order ( p.105)
Deny ( p.105)

2.3.4 User Authentication

mod _auth (enabled by default)
User Authentication by User Name/Password

SinceApache 1.0, _
RobMcCool,RobertS. Thau, Dirk van Gulik (1995

The authentication module _ deals with the HTTP Basic Au-
thentication facility, which is simply a user name/passwor d pair sub-
mitted by the client together with the request for a document. This
module allows one to checkthis information againsta at-le database
similar to UNIX's and les and to deny ac-
cesswhen the given user name/passwor d doesn't match the database
information. Special variants of this module exist that offer the same
functionality but use a databasefrom other than a at-le (for perfor-
mance reasons).

Dir ectives:
AuthA uthoritative (  p.106) AuthUserFile ( p.106)
AuthGr oupFile ( p.106)

mod _auth _anon (disabled by default)
User Authentication by Anonymous Name/E-Mail Address
SinceApache 1.1, - _
RobMcCool,Brian BehlendorfRobertS. Thau, Dirk van Gulik (1996)
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The functionality of  _ - resemblesthe behavior of an Anon-
ymous-FTP server, in someways. That is, this module deals with the
Basic Authentication facility like _ . On the other hand, it does
not serve any real accesscontrol purposes. Instead, it merely identi es

the user. One can therefore give the _ variable a meaning
in SSI/CGI scripts or log les (for noncritical distinguishing purposes)
without requiring real user authentication.

Dir ectives:
Anonymous ( p.107) Anon ymous _MustGiveEmail ( p.108)
Anon ymous _Authoritative ( p.107) Anonymous NoUserld ( p.108)
Anonymous _LogEmail ( p.107) Anon ymous VerifyEmail ( p.108)
mod _auth _dbm (disabled by default)

User Authentication by User Name/Password (UNIX NDBM)
SinceApache 1.0, -
RobMcCool,RobertS. Thau, Dirk van Gulik (1996)

is a variant of _ that provides exactly the same
functlonallty but usesa standard UNIX NDBM hash le instead of a
at-le database. The advantage is a magnitude-better performance
in the lookups (performed for every request) — an especially impor -
tant consideration when the user community is very large. An NDBM
library is provided by most all UNIX platforms.

Dir ectives:
AuthDBMA uthoritative ( p.108) AuthDBMUserFile ( p.109)
AuthDBMGr oupFile (  p.109)

mod _auth _db (disabled by default)
User Authentication by User Name/Password (Berkeley-DB)
SinceApache 1.1,

RobMcCool,Brian BehlendorfRobertS. Thau AndrewCohen(1996)

- _ is another variant of - that provides exactly the
same functionality . Instead of a at-le database, however, it uses
a Berkeley-DB/1.x or Berkeley-DB/2.x hash le. The advantage is a
magnitude-better performance in the lookups (performed for every re-
quest)— an especially important consideration when the user commu-
nity is very large. The Berkeley-DB library is usually not provided by
UNIX platform vendors, but is more reliable and faster than NDBM
libraries.

Dir ectives:
AuthDB Authoritative ( p.110) AuthDB UserFile ( p.111)
AuthDBGr oupFile ( p.110)

rese_mble; the
Anonymous-FTP idea.

- is the
NDBM based variant
of -

- _ isthe
Berkeley-DB-based
variant of -
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- avoids the
transmission of
passwords in clear text
by using one-way
message digests.

solves the
“trailing slash” problem.

mod _dig est (disabled by default)
User Authentication by User Name/Realm/Password

SinceApache 1.1,

RobMcCool,RobertS. Thau,AlexeiKosut(1996)

In addition to the classicalHTTP/1.0 BasicAuthentication mechanism,
a messagedigest-based HTTP authentication mechanism exists as de-
ned in RFC2617° Instead of transferring a clear-text user name/pass-
word pair with the HTTP request (which can be easily monitor ed), a
messagedigest is calculated (via the MD5 algorithm) and transferred
together with the user name. This module then performs the same
messagedigest calculation for the password stored in the server's au-
thentication database. When the two digests are equal, accessis al-
lowed. This approach offers an obvious advantage relative to Basic
Authentication: the password is not sent over the network. The draw-
back is that many browsers do not support this type of user authenti-
cation.

Dir ective:
AuthDig estFile ( p.111)

2.3.5 Content Selection

mod _dir (enabled by default)
Content Selection by Using Directory Default Documents
SinceApache 1.0,
RobMcCool,RobertS. Thau(1993)

_  performs abasictask of any web server: after some URL trans-
formation hasmapped aURL to adir ectory on the local le system,this
module tries to selectthe default document inside this dir ectory. It also
solves a related problem: if the URL does not end in a slash (not xxx )
but was nevertheless mapped to a dir ectory rather than a le, a slash
is appended to the URL and an HTTP redirectis performed to avoid
problems with relative hyperlinks inside the document.

Dir ective:
Director ylndex ( p.111)

mod _actions (enabled by default)
Content Selection by Content Types and Request Methods
SinceApache 1.1,
AlexeiKosut(1996)
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2.3.

provides a way to trigger a CGI script when a specic
MIME content type of adocument is encountered or when the request
usesa specic HTTP method. This module can be used to create dy-
namic content when speci ¢ documents are requestedor to implement
special extensional HTTP methods (such asPUT) via CGI scripts.

Dir ectives:
Action ( p.112) Script ( p.112)

mod _negotiation (enabled by default)
Content Selection by Best-Matching Client Capabilities

SinceApache 1.0, _

RobertS. Thau,RoyT. Fielding (1995)

The HTTP protocol provides a exible content negotiation facility con-
trolled by the and XXX headers. If

is active, the _ module choosesthe best repre-
sentation of aresource (when aresourceis available in several dif ferent
representations,of course) basedon the client-supplied preferencesfor
media type, languages,characterset,and encoding. It alsoimplements
featuresintended to provide more intelligent handling of requestsfor
clients that send incomplete negotiation information. The internal al-
gorithms in this module are very complex and partly even heuristic,
which makes this module really nontrivial — both to understand and
to use.

provides complex
content negotiations.

Dir ectives:
CacheNegotiatedDocs (  p.113) LanguagePriority ( p.113)

6 Environment Creation

mod _env (enabled by default)
Fixed Environment Variable Creation

SinceApache 1.1, _

AndrewWilson (1995)

- is a very simple module that performs one basic task: it con-
trols the export of variables to the SSI/CGI environment and allows _ controls the
the webmaster to forcevalues of variables. CGl environment.

Dir ectives:
Passenv ( p.114) UnsetEnv ( p.114)
SetEnv ( p.114)
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conditionally sets

environment variables.

generates unique
identi ers for each
request.

_ provides the
Common Gateway
Interface.

2.3.

mod _seten vif (enabled by default)
Conditional Environment Variable Creation

SinceApache 1.2, _

AlexeiKosut,Paul Sutton (1996)

is amoreadvanced module for setting SSI/CGI environ-

ment variables. It setsvariables depending on various client informa-
tion found in the HTTP request. This ability is useful when combined
with a special variable-based feature of the core module's and
dir ectives. In addition, some internal HTTP protocol behaviors

of Apache canbe controlled through variables that are usually setwith

the dir ective of this module.
Dir ectives:
BrowserMatch ( p.114) SetEnvif ( p.115)

BrowserMatc hNoCase ( p.115) SetEnvifNoCase ( p.116)

mod _unique _id (disabled by default)
Generation of Unique Identi ers by Request

SinceApache 1.3, _

DeanGaudet Alvaro Martinez Echevarrla(1997)

performs a simple but sometimes useful task: it gen-
eratesa magic token for each HTTP requestthat is guaranteed to be
unique acrossall requestsunder very speci ¢ conditions. The identi er
will even be unique acrossmultiple machinesin a properly con gur ed
cluster of machines. It is exported to the SSI/CGI environment as a
variable.

Dir ectives: none

7 Server-Side Scripting

mod _cqi (enabled by default)
Common Gateway Interface (CGI) Implementation

SinceApache 1.0, _

RobMcCool,RobertS. Thau(1995)

The CommonGatewayinterface(CGl) is the classical interface for gen-
erating dynamic content on the web. It is basically a set of environ-
ment variables that the server provides to a program while spawning
a speci ¢ requestto createthe dynamic content. CGI remains the only
truly portable and standardized scripting environment provided by
web servers. Unfortunately , this way of creating dynamic content re-
quir esmany resources(spawning a subprocesscostsmany extra mem-
ory and CPU cycles) and increasesthe responsetime. Alternative so-
lutions are possible, for instance, with
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Dir ectives:
Scripttog (  p.116) ScriptLogLength  (  p.117)

ScriptLogBuff er (  p.117)

mod _inc lude (enabled by default)
Server-Side Includes (SSI) Implementation

SinceApache 1.0, _
TheApacheGroup(1995)

- implements an extended version of the Server-Sidéncludes
(SSl)quasi-standard, (which was originally intr oduced by the NCSA
httpd). Embedded programming constructs in an HTML document i provides
are evaluated “on the y” and expanded by the server before the doc- Sever-Side Includes.
ument is sentto the client. The name of the module relatesto a major
goal of SSI—its role asa le inclusion facility — but please note that
using this facility decreasesserver performance.

Dir ective:
XBitHack ( p.117)

2.3.8 Response Header Generation

mod _mime (enabled by default)
Fixed Content Type/Encoding Assignment

SinceApache 1.0, _

RobMcCool(1995)

_ provides for static assigning of MIME content types and con-
tent encodings to documents. This assignmentis primarily carried out

through the le extensionsof the documents. For more advanced map- _ assigns
pings, onecanuse  _  _ .Nevertheless,  _ is very im-  YIVE bpesto

portant in Apache, becausemany other modules depend on _
content-type tables.

Dir ectives:
AddEncoding ( p.118) ForceType ( p.119)
AddHandler ( p.118) RemoveHandler ( p.120)
AddLangua ge ( p.118) SetHandler ( p.120)
AddType ( p.119) TypesCong ( p.120)

DefaultLangua ge ( p.119)

mod _mime _magic (disabled by default)
Automatic Content Type/Encoding Assignment

SinceApache 1.3, _ -

lan F. Darwin, lan Kluft (1997)
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- - isa
nifty variant of

_ that guesses
MIME types by
inspecting the rst
bytes of a document.

- provides
and controls the HTTP
header eld.

- allows
you to set arbitrary
HTTP response
header elds.

_ _ provides for dynamic assignment of MIME content
types and encodings to documents. In contrast to _ , this mod-
ule looks dir ectly at the content of the document (usually its rst bytes)
and tries to guessthe content type and encoding by matching so-called
magic cookies (byte sequencesthat are unique to particular le for-
mats). The resulting performance penalty should not be neglected.
Thus, it is a good idea to manually de ne asmany commonly known
and straight forwar d MIME-types as possible with _ , SO
_ _ hasto determine only the remaining ones.

Dir ective:
MimeMagicFile ( p.121)

mod _expires (disabled by default)
Creation of HTTP Expires Header

SinceApache 1.2, -

AndrewWilson (1996)

_ controls the setting of the HTTP header eld in
server responses. The expiration date can be setrelative to either the
time of the source document's last modi cation, or the time of the
last client access. This information informs the client and intermedi-
ate HTTP proxies about the document's validity and persistence. If
cached,the document may be fetched from the cacherather than from
the source until the expiration date has passed. After that time, the
cachecopy is considered “expir ed” and invalid, and a new copy must
be obtained from the source.

Dir ectives:

ExpiresActive ( p.121) ExpiresDefault ( p.122)
ExpiresByT ype ( p.121)

mod _headers (disabled by default)
Creation of Arbitrary HTTP Headers

SinceApache 1.2, _

Paul Sutton (1996)

_ can add arbitrary HTTP header elds in the server re-
sponse. Any header eld can be replaced, deleted, or extended. It
therefore allows you to tailor arbitrary HTTP responses.

Dir ective:
Header ( p.122)

mod _cern _meta (disabled by default)
Creation of Arbitrary HTTP Headers (CERN-style)

SinceApache 1.1, _ _

AndrewWilson (1996)
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- is a backward-compatible module that provides app-
roximately the same functionality as _ , albeit in a some-
what different way. Instead of being con gur ed through Apache di-
rectives, the headersare placed inside a dedicated meta le.

Dir ectives:

MetaDir ( p.123) MetaSufx ( p.123)
MetaFiles ( p.123)

2.3.9 Internal Content Handlers

mod _asis (enabled by default)
Generation of Raw Responses

SinceApache 1.0, _
TheApacheGroup(1995)

- allows le typesto bede ned sothat Apache will sendthem
asis, without adding HTTP headers. It can be used to send any kind
of data from the server, including redirects and other special HTTP
responseswithout the use of a CGI program.

Dir ectives: none

mod _autoinde X (enabled by default)
Generation of Directory Index Documents

SinceApache 1.0, _
RobMcCool,RobertS. Thau(1993)

The index document of a dir ectory (requestedwith a URL ending in a
slash) can come from one of two sources:a le written by the useror a
listing generated by the server. This module usesthe latter source. The
layout of such on-the-y generated index listings can be controlled in
many dif ferent ways.

Dir ectives:
AddAlt ( p.124) Defaulticon ( p.126)
AddAltByEncoding ( p.124) Fancylndexing ( p.126)
AddAItByT ype ( p.125) HeaderName ( p.127)
AddDescription (  p.125) Indexignore ( p.127)
Addicon ( p.125) IndexOptions ( p.127)
AddlconByEncoding ( p.126) IndexOrderDefault ( p.128)
AddlconByT ype ( p.126) ReadmeName ( p.128)
mod _status (enabled by default)

Display Summary of Server Runtime Information
SinceApache 1.1, _
Mark Cox(1995)

_ provides a content handler that can be mapped to a URL
and that outputs aruntime status page when requested. In particular,

- - isa
variant of -

that uses external les .

_ allows you to

send out arbitrary
HTTP responses.

- is
Apache's built-in
" function.
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shamelessly
publishes your server
con gur ation.

- - allows
the writing of custom
log les.

internal processinformation is displayed. A variant can be displayed
that gives a simple machine-readable list of the current server state.
Always think about your privacy before using this module.

Dir ective:
ExtendedStatus ( p.129)

mod _info (disabled by default)
Display Summary of Server Con gur ation-Time Information
SinceApache 1.1, _

Rasmud_erdorf,Lou Langholtz(1996)

_ provides a content handler that canbe mapped to a URL and
that outputs a con guration-time information page when requested.
This page includes the compiled-in modules and all con guration di-
rectivesthat are presentin the server con guration les.

Dir ective:
AddModuleinfo (  p.129)

2.3.10 Request Logging

mod _log _con g (enabled by default)
Generic Request Logging

SinceApache 1.0, -
RobertS. Thau (1995)

- provides for logging of the requestsmade to the web
server, using the CommonLogFormat(CLF) or any other user-speci ed
format. It uses -style format strings to de ne thelog le en-
tries. Theseentries can be written to a le or areliable pipe connected
to a spawned program.

Dir ectives:

CookieLog ( p.129) LogFormat ( p.130)
CustomLog ( p.130) TransferLog ( p.130)

mod _log _agent (disabled by default)
Specialized User-Agent Logging (Deprecated)

SinceApache 1.0, -
TheApacheGroup (1995)

- is deprecatedbecauseit has been superseded by -
_ . It provides logging of the HTTP header infor -
mation.
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Dir ective:
AgentLog ( p.131)

mod _log _referer (disabled by default)
Specialized Referrer Logging (Deprecated)
SinceApache 1.0, _

TheApacheGroup(1995)

- is deprecatedbecauseit hasbeensupersededby
- . It provides logging of the HTTP headerinforma-
tion.

Dir ectives:

Refererlgnore ( p.131) RefererLog ( p.131)

mod _user track (disabled by default)
Specialized User Click-Trail Logging

SinceApache 1.0, _

Mark J.Cox(1995)

is amodule that implements a nifty idea, but that suf-
fers from nasty side effectsin practice. It generatesa clickstreamlog of - tacks
user activity on the server by using HTTP cookieginformation included — use' actvity via HTTP

by the server in responsesthat is stored by the client and sent back to cooldes
the server on subsequentrequests). Unfortunately , not all clients sup-
port cookies. In addition, many clients, by default, require an inter-
active user dialog to acceptcookies. The use of HTTP cookies defeats
caching, too. Thesefacts make the theoretically useful facility mostly
unusable in practice.
Dir ectives:

CookieExpires ( p.132) CookieTracking ( p.132)

CookieName ( p.132)

2.3.11 Experimental
mod _-mmap _static (disabled by default)
Caching of Frequently Served Pages via Memory Mapping
SinceApache 1.3,
DeanGaudet(1997)
Serving static pages from disk is the main task of a web server. The
- module maps astatically con gur ed list of frequently - is

requested(but not changed) documents into memory by using the UN- ~ éxperimental and
memory-maps

IX function. Although this approach can dramatically reduce documents for fastest
the responsetime and I/O consumption, it unfortunately brings nasty s¢™ne-
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- lets
developers learn the
internal processing
stages of the Apache
APL.

- is one of the
stepchild modules of
Apache.

problems: every time a le changes,areload of the server is required to
remap the new contents into memory because doesn't allow
automatic refreshments.

Dir ective:
MMapFile ( p.133)

mod _example (disabled by default)
Apache API Demonstration (Developers Only)

SinceApache 1.2, -

KenCoar(1997)

_ is a demonstration-only module. It allows Apache mod-
ule authors to easily explore the Apache Module API. The module ba-
sically hooks into every API processingphase, enabling developers to
observe the API processing steps. It should never be used within a
production server, of course.

Dir ective:
Example ( p.133)

2.3.12 Extensional Functionality

mod _proxy (disabled by default)
Caching Proxy Implementation for HTTP and FTP

SinceApache 1.1, _

BenLaurie,ChuckMur cko(1996)

_ implements a caching proxy inside Apache. This proxy fa-
cility canbe used either asareal web proxy by the clients or asa back
end by other modules (such as _ ) for performing HTTP
client tasks. Although this module opensthe door to alot of nifty solu-
tions, it currently remainsa“stepchild” inside Apache. It was designed
when HTTP/1.0 was considered state of the art. With HTTP/1.1, how-
ever, the requirements for a proxy changed dramatically. Also, with
the initial design one could not provide real HTTP/1.1-conforming
proxy functionality . Thus, although Apache (as an origin server) is
fully HTTP/1.1 compliant, the proxy module is just HTTP/1.0 comp-
liant. Whereasthis module is no longer used to establish a real proxy
server, it remains of interest when applied in conjunction with other
modules like _ or _
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Dir ectives:
AllowCONNECT ( p.134) NoCache ( p.137)
CacheDefaultExpire (  p.138) NoProxy ( p.134)
CacheDirLength ( p.138) ProxyBloc k ( p.135)
CacheDirLevels ( p.138) ProxyDomain ( p.135)
CacheForceCompletion (  p.140) ProxyPass ( p.136)
CacheGclnter val ( p.139) ProxyPassReverse ( p.137)
CacheLastModi edF actor ( p.139) ProxyReceiveBuff erSize ( p.136)
CacheMaxExpire ( p.139) ProxyRemote ( p.135)
CacheRoot ( p.137) ProxyRequests ( p.134)
CacheSize ( p.138) ProxyVia ( p.136)
mod _perl (disabled by default)

Perl Integration and Interface
SinceApache 1.1, _
Doug MacEacherr(1996)

The _ thir d-party module integrates the Perl programming lan-
guage into the Apache web server by providing the Apache Module
API (written in ANSI C) at the Perl programming level. One canthere- _ combines the
fore easily extend the Apache web server by writing extensionsin Perl, ~ ¢Xblty of Apache
. ) . . . programming
which is amuch easiertask than writing an Apache module in ANSI C.  power of Perl.
Many interesting Perl modules for Apache (usually named -
XXX) already exist and provide high-level featuresfor Apache. One of
the most interesting standard use casesfor - is
. In an alternative CGI implementation, the CGI scripts (written
in Perl) are precompiled into byte-code, cached, and on request exe-
cuted inside the addressspace of the Apache process. With this ap-
proach, the responsetime is a magnitude faster and the resource re-
quirements are reduced.

Dir ectives:
/Perl  ( p.141) PerlLogHandler ( p.148)
Perl ( p.141) PerlModule ( p.143)
=cut ( p.141) PerlOpmask ( p.143)
=pod ( p.141) PerlPassenv ( p.144)
PerlAccessHandler (  p.147) PerlPostReadRequestHandler (  p.146)
PerlAuthenHandler ( p.147) PerlRequire ( p.143)
PerlAuthzHandler ( p.147) PerlRestar tHandler (  p.150)
PerlChildExitHandler ( p.149) PerlSendHeader ( p.145)
PerIChildInitHandler ( p.145) PerlSetEnv ( p.144)
PerlCleanupHandler ( p.149) PerlSetVar ( p.144)
PerlDispatc hHandler ( p.149) PerlSetupEnv ( p.144)
PerlFixupHandler ( p.148) PerlTaintCheck ( p.142)
PerlFreshRestar t ( p.142) PerlTransHandler ( p.146)
PerlHandler ( p.148) PerlTypeHandler ( p.147)

Perl[HeaderP arserHandler ( p.146) PerlWarn ( p.142)
PerlinitHandler ( p.145) __END__ ( p.141)
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mod _ssl (disabled by default)
SSL/TLS Integration and Interface

SinceApache 1.3, _

Ralf S. Engelschal(1998)

The _  third-party module provides strong cryptography via the
Secue Socketd ayer(SSLversion 2/3) and TransportLayerSecurity(TLS
_ combines the version 1) protocols with the help of the SSL/TLS implementation tool-
e xibility of Apache kit OpenSSL.SSL/TLS is a generic cryptography protocol that resides
with the security of . X T
OpenSSL. on top of TCP/IP (but below protocols like HTTP) and is used inside
web serversto provide the HTTPS protocol (which mainly is HTTP
over SSL/TLS over TCP/IP). The _ module here forms the es-
sential glue code between the OpenSSLtoolkit and the Apache web
server.

Dir ectives:

SSLCACerti cateFile ( p.154) SSLOptions ( p.157)
SSLCACerticateP ath ( p.154) SSLPassPhraseDialog ( p.150)
SSLCARevocationFile ( p.155) SSLProtocol ( p.152)
SSLCARevocationP ath (  p.154) SSLRandomSeed ( p.151)

SSLCerti cateFile ( p.153) SSLRequire ( p.158)

SSLCerti cateK eyFile ( p.153) SSLRequireSSL  ( p.157)
SSLCipherSuite ( p.152) SSLSessionCac he ( p.151)
SSLEngine ( p.152) SSLSessionCac heTimeout ( p.152)
SSLLog ( p.156) SSLVerifyClient ( p.155)
SSLLogLe vel ( p.156) SSLVerifyClientDepth  (  p.155)

SSLMutex ( p.150)



